NucTpykumsa nis Hactpouku PPPoE

MOJIKJIFOYEHHUST Ha MapIIPyTU3aTOpax
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[Ipu BKIIOYEHUH HOBOTO pOYTEpa OH 3arpyKaeT CTaHIAPTHbIE HACTPOUKHU:

Nwms GecripoBoiHOI ceTn Keenetic XXXX

TTaposts GecrpoBoaHoii et YKa3a1v{ Ha 000poTe poyTepa (Ha 3aBOJACKON
HaKJICHKe)

Anpec mapipytuzaropa 192.168.1.1

Jlorus / Iapomns (110 yMOJTYaHHUIO):
admin / admin

Hoctyn na WEB-unTtepdeiic

1. XapakTepucTuKH

XapakTepucTUKU MOJeNIel MaplIpyTU3aTopa o OCHOBHBIM [apamMeTpam:

Crangapr Yacrorubiii | KomuyecrBo Ckopoctb
Monenn N
0ecnpoBO/IHOI Mepefayn |  JHANA30H LAN-nopToB MOpPTOB
4G 111 1
GIGA I 802 L1klriv 24T Z 100 Mbit/s
Extra Il 24T, SI'Ty 4




2. IoakJjoyeHue MApUIPyTU3ATOPA

Mapiupyrusarop Buj C3a1u:

Knomnky u noprtsl, ciieBa HanpaBso:

e WHTepHeT — uHTEpHET NOPT. B 3TOT MopT (0OBIYHO BBIAETEH IPYTUM LIBETOM)
noakrouaetcs kabeins or OO0 «Spuery.

e JloMamHsAA ceTh — NOPTHI IS MOAKIFOYEHHS YCTPOMCTB JIOKAIBHOW CETH:
KOMITIBIOTEPOB, HOYTOYKOB, TEJIEBU30POB, KAMep BUICOHAOIIOIEHUH U T. 1.

e USB - moprt npeaHazHadeH ISl MOKITIOUEHUS MOJIEMa.

e Copoc — kHOMKA /151 cOpoca HACTPOEK.

e Power — Bxox s OJI0OKa IUTaHUS.

[ToaxmrounTe MapIpyTU3aTOP K AMEKTpoceTu. J{Jist 3Toro HeoOX0AMMO BCTaBUTH OJIOK
nuTtaHus B pa3beM [lutanue, a 3aTeM MOAKIIOYUTH €TI0 B PO3ETKY.

Kabens ot OO0 «SpHeT» noakiatouaeM B mopT MHTEpHET (TIOPT BBIICIEH OTACTBLHBIM
L[BETOM), a KOMIIBIOTEP MOJAKIIOUNTE KaberaeMm u3 KoMmiuiekTa B nopT Jomaunss cers. Bol Tak
&Ke MOXKETe COSIMHUTH Ball KoMIbIoTep ¢ MapLUIpyTU3aTOPOM 10 OECIIPOBOTHON CETH, HO IS
MepBOHAYAIIBHON HACTPOUKH HEOOXOAMMO HCIIOIb30BAaTh IPOBOTHOE COCITMHEHUE.


https://moskva.beeline.ru/shop/catalog/modemy-i-routery/routery/

3. Bxoa B WEB-unTepdeiic

Ortkpoiite uHTEpHET Opay3ep U B ajipecHoi cTpoke BBenute 192.168.1.1

<« [¢] Q 19216811 f =

3] Munopr saknagok... &) Hauanewan crparuua [ Apyrue zacnzan

Mouta  KapTukn BH BoiiTn

Google

Mouck B Google MHe noseséT!
JlomxHa OTKpBITECS cTpaHulia Beb-unrepdeiica mapuipyrusaropa.

Ecnu mapmipytuzaTtop panee yxe ObIIT HACTPOEH, TO HEOOXOMMO BBECTH
aBTOpHu3anuoHHbIe nanHble. [lo ymomuanuto Admin/Admin.

Jlanee HaxxumaeTe KHOTIKY «BoiiTu». Eciin manHbie ObUTH BBEJICHBI MPABHIIBHO - BbI
MOIAJIETE Ha CTAPTOBYIO CTPAHMILY.

€ C O 1921881% g 2« »0a



4. Hacrtpoiika

4.1 BpicTpas HACTPOIiKA

Brictpas Hactpoiika poyrepa ZyKEL — 310 camblii mpocToii crioco® HaCTPOUTH
coenuHeHue ¢ IHTepHeTOM.

Bribepure crpany u Haxmute «Jlajeey.

ZyXEL Keenetic Start

Mopemodenwe k MTepreTy

BrabepuTe saly crpawy

BBI6epI/ITC Ha3BaHUC HACCJICHHOI'O ITYHKTa U HAXXKMUTC «I[a.ﬂee».

ZyXEL Keenetic Start

Mogemedesne x MHTepuety

BO0ANTE HIIBIUME BAWOTO HACRNEMHOID ITYNKT KK BILIBOPMTE 10 K3 CRNcKa

BAHAMM BILVETO N




[TocraBbTe ramouxy B nojue «Moero nposaijiepa B 3TOM CIIUCKE HET» U HAKMUTE
«dasmeey.

ZyX EL Keenetic Start

Nopgxmeodesine k MHTEpHRETY

BOLANTE HAIBAHNE BAWETO NPOSAASENE KK BLIOEPNTE &70 K Chncke

B nosiBuBiiemMcs okHe HaxxMuTe «Jlazee.

ZyXEL Keenetic Start

Nogemovesse & Wutopwery

K COXANERMIO, WHTEPHET LEHTD HE MOXET ONPESENNTE NADAMETE! NOMIIIOSEHNRE K Bawemy
NPOBARALDY AHTOMATHYECKN.




Bribepure MAC-aapec kak yka3aH Ha KapTHHKe U HaxxMuTe «/lasee».

ZyXEL Keenetic Start

Mogeniovesme & Ktopnwery

Brbapwte MAC anpec, J1apermcTpHpoBIHELIE ¥ Nposannepa

T UBNTY
AC-~agp

Hacrpoiika IPagpeca BeiOepute «ABTOMaTHYecKas» M HOKMUTE «Jlaneey.

ZyXEl_ Keenetic Start

Tagenieiesime & MuTepeeTy

HacTpoilTe ROpameTpi npoToNena IP

HacTpoiEa |F-anpeca AETOMETHRL KAR

4B IF "
yH) MACTOREY b
EHEIE QAHARIE




Bribupaem Tun noaxinrouenus: PPPOE.

ZyX EL Keenetic Stant

Mogeniovesne x Murepeery

BubepwTa THN NOMUTOYEHIR & MHTEPHETY, WCNONBIYEMLIN B CETH B3WEr0 NPoBaREpa

PPPOE

PEPAE

E VHTEDHST MORET OTIWNGT!
Napana ANR Ex083 s N

AGHMET K3 CINTe

AuHBE
DOSANNe0a

8 Kavano

B nonsx BuguTe cienyromnime napaMmeTphl:

| He

CAPRIESTE N300

Hacrpoiiku

ITapameTpbl HACTPOEK

Tun nmoaxirouenuss WAN

Kinent PPPOE

Hms nons3oBarens/ mapoJib

Hannsie, monydeHnnsie 3 SMS-coobmenus
IIPH MOKTFOYCHUHN WA HA KapTOYKE KIMCHTA.

Haxumaem «/laneey.




Hactpoiika 6ecripoBoHoii cetr Wi-Fi, Ha 1aHHOM 3Tare HeoOX0MMO HACTPOUTh

0eCIPOBOTHOE MOAKITFOUCHUSI.

Zyx E'. Keenetic

Wi-Fi

Haxumaere «IIpuMeHUTHY.

R English

Touka gocTyna e S S S s s

Touka GecnpoBogHoOro gocryna

YanuTe UMA ONA Bawei GecnpoBogHO CETH, NO KOTOPOMY MOMHO GyAET HARTW ee NPW NOGKMHOYEHUA. BrKdMTe
3aLUMTY COBAMHEHWA, BLIGEpHTE YPOBEHL GE30NACHOCTH M BBEOMTE CETEBON KNIOY (NApoNk) ANA JOCTYNA K CeTH.

PekoMmeHayeTCA MCNoNL30EaTE Ma

KCMManeHYH 3awuTy WRAZ. Pexmm WEP MCnonssyHTe TONLED NpH

He0GX0OMMOCTH NOAKNKYEHHA YCTAPEBLUMX YCTPOACTE, HE NOAASDHHBAOWMY WA,

BEMIOYUTE TOYKY J0CTYNa

.

WA cetu (SSID):

CrpeiTe SSID:

3aWKTa CeTH:

Koy cern:

WPA2-PSK v
I

CTpaHa

CTadgapT:
KaHan:
LnpwHa kaxana:

MOWHOCTE CHMIHANA:

* |Russian Federation v |

802.11bgn v

ABTO v
Auto w

100%

BrnrouuTE WM.

MpumeHuTh

B nons BBouM crenyroniue JaHHbIE:

Hacrpoiiku

ITapameTpbl HACTPOIKH

Wwmst cetu (SSID),

D10 uMs OyJIeT BUAHO BCEM YCTPOHCTBaM
nO0OIU30CTH, OHO JOJKHO ObITh YHUKAIIBHBIM
U COCTOSITh U3 JATHHCKUX CUMBOJIOB W/HIIA

udp.

3ammura WPA/WPA2-Personal
DTOT MapoJib IS MOKIIOYEHHS YCTPOHCTB K
Wi-Fi cetn. OH nomkeH cocTosTh U3

Kirou cetn

JATUHCKUX CUMBOJIOB W/WIH UU(DP U UTMHHON
He MeHee 8.

beicTpas HacTpolika 3aBepiieHa!
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4.2 PaciiupeHHass HACTPOHKA

s Hactpoiiku PPPOE coenunenus B MeHIO BHH3Y BBIOMpaeM 3HAYOK IJIAHETHI,
«PPPOE/VPNy, nanee «/106aBUTH coeIMHEHHEY.

ZyXEL Keenetic 4G Il

WeTepHer

Nogrmvesns 100 MU VUL 802.1x  KAGINET IGMG  WISP24(Tu  Pmg Check DONS  lposes

Coeannenns ¢ asropusaunen (PPPoE, L2TP, PPTP)

ECIM ANR ExXD3 B MINTEDHET HYNHA 3STODMISUME MW Stk XOTHTE RACTPOKTE 3AUMLSHHOE NOAIONEHNE K VPN-CE0BEQY, HENDWMED ANR YASNEMHOM
AOLTYTID £ & QUATMDNOR COTH, COMLAATE 230CH HOBOO CORMMONAE [N HIMOHONMA NIDAMETDON CYLBCTEYOUINIO COBMMEMUN BniGoruiTe 010 J05Cs B

CAucCeke

11



B nosBuBiemMcs okHe YKa3bIBaA€M JAaHHBIC.

Hacrposxa coeguuenns

Berouws

MCNONs300aTs AN Beis0n @ VinTepwer

Ooucauwma  yarmet

YEGWHTE DRIICTDILMONHSE SaKELE, BLASHHIE TPOSIRACPOM W MM TRETOpOM VEN-cepsepa Ecni 310 cosqisiesie
NCEHA3HENER0 ONS NOQAIOWeHMR K VIHTEDHETY. yCTEHOSHTE COOTBETITIFOUMRA DRawoK

Fadouse pacnucanie | HeT v | HarTooums pacnwiaiss

T (nparouan) | PPPOE

MoarmouaTsca weoes: | Broagbana connecton (ISF] v |

|
v

Vina norslosaTeans

Mapony. |«

IMETOS NPOSEDIA NOZMHHOITA. | ASTD

v|

Wu= copeeca

VIMS tOHUSHTOATOCA

v|

ONS 1
ONS 2
ONS 3

ARTonac Tpoiea TCP-MSS

' NpvwesnTs l Omwens |

B mosns BBOMM cnieyronye JaHHbIE:

Hacrpoiiku

IlapameTpbl HaCTpoOeK

Tun nporokosa

PPPOE

Nwmst mone30Batens/mapoisb

Jlannble, moaydeHHbIe U3 SMS-coo0ieHus

IIpH NOJAKIFOYCHHUHN HUJIM Ha KaPTOYKE KIIMCHTA.

[Ipumensem HacTpOKH.
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5. Hacrtpoiika OecipoBOIHOI ceTH

Jnist HacTpoiiku 6eCIpOBOTHOM CETH B MEHIO BHU3Y BHIOMpPaeM KaK yKa3aHO Ha KapTHHKE,

«Touka AOCTYIIA).

ZyXEL Keeneticac

Cers Wi-Fi

L P L PA R MocTenan cany  Comcox pocryna 2.4 MMy

Touka nocryna 24 My

JA0CKH Dbl MONETE IMOHITTE VR GOCHDOBOMON COTI, NADOMN JA0CTYTIA K MO 3 TRONS DY NADAVMETEN. ECHN i xOTuTe, $Todu Gecnposaawan coth

PafoTana ToONLED 5 ONPENEnEsi=e

OFRATHTE BHIMAMNE, NTD NOCHE HIMSHENIR KMEHN CETH W% 0 NAPOMA NOTROGHITCE JAN0B0 Mt TRONTE GECADONORHON NOJNICHENIS 3 SCOX BN

o TESN

Beanouirs, Touy J0CTYNG

Keenatic-5502

B mosns BBoMM criieyromue 1aHHbIE:

HEHIE MENTY VTEPHET-UEHTDOM » Jec ]
OO DYTHX YETPORC TREL, HANDIASD TENSIIO00ax o

Hactpoiiku

IlapaMeTpbl HACTPOIKH

Nwms cetu (SSID),

D710 uMs OyJIeT BUAHO BCEM YCTPOHCTBAM

H06HI/ISOCTI/I, OHO AOJIKHO OBITE YHUKAJIbHBIM

U COCTOSTH U3 JIATUHCKUX CUMBOJIOB W/WIIH
udp.

3ammra

WPA/WPA2

Kirou cetn

OTOT apoJib 4JIs IO AKITFOUYCHU A YCTPOﬁCTB K

Wi-Fi cetu. OH nomkeH cocTosTh U3

JATUHCKUX CUMBOJIOB W/WJIN IIU(P U JUTMHHON

He MeHee 8.

ITocne yero npuMeHseM HaCTPOUKH.

13



6. U3menenue Hacrpoexk DHCP

N3mensth HacTpoiiku DHCP Heo0xoauMo TOBKO B CIydasix €CIu:
- HaJl0 OMeHATh |P-anpec, KOTOPbIii OH BBIIACT;
- uckrountk |P-anpec u3 myna DHCP;
- co31aTh cTatnieckyro 3amucs DHCP.

st m3menenus nyna |P-anpecos DHCP Beibepute, 3HaUOK Kak yka3zaH Ha (oTorpadum,
«CermeHThbI», nanee «/106aBUTH cerMeHT».

ZyX EL Koenetic Start

JloMawmHRR CeTh

(22T "] DMCP petpasicnATop  NAT  IGMP Proxy

CermenTnl cetm

LM TDIDKE ¥ NOSSWSHAR 0830MacROCTI. 5 3380ACKIK HaC TROMGEX [lOMSIWHAR C&Ts
NPES-asHINEHE 37 LeTh Wi B 3384CMM0CTH OT
STRCA OTAGNLMNG COMIBHTY COTH

14



B nosiBuBmemcs okHe ykaxure nomed DHCP, nHauanpnblil agpec myna, aapec nuio3a,
nepBuyHbIi 1 BropruHblii cepep DNS. Jlanee naxxmute «IIpuMeHUTHY.

V3 CIMCK3 JOCTYTHEY MKTERDERC0S SLOEDUTE T2, KOTOPHR Bui XOTUTE SKMIOUMTE E C2MMEST CETH. B DaMrax QMO0 COMMesTa 508
MHTECDENCE ODBESIMNAIOTIR B CETESE00 MOCT. YEZHAT2 NAPAMETDS! [P Arst CRONAPYNTE Mx € OIHOM W3 MHTEODERCOE. SX0ARLUN S

COrMONT
Omucasns. | Homa network
VNTODDRACM. ) Home VLAN (SWIChOVLANT) =
[T wWinMasterAccessPont2
] Wiikastard/AccessPomtd
(] ‘WiliiasterQWSStasond
Wi-Fi access point (AccessPoint)
-
CADIMPOSSTE H3C TROW #3 | Home VLAN (SezchDNVLANY) v ’
IP-anpec
Macea noscaTa. | 255 245 2850 v|
Cepaep DHCP

Biomoues

Hadsanwiit agpec nyna
Paamep Nyna aapecos
Bpewr apewau

Agpec wmosa
Mepasdreil cepaep DNS

Sropessil cepsep ONS

==

[Tpu ycnemnbix HacTpoiikax mossurcs DHCP kiueHT.

15



7. IIpobdpoc mopToB

IIpo6poc mopra — 3T0 crienualbHOE IPAaBUIIO B MAapIIPYTU3aTOPE, KOTOPOE PA3pEIaeT
BCE 00pallleHUs] U3BHE K OIPEICICHHOMY IIOPTY U IepeacT 3TH 0OpalleHnsl Ha KOHKPETHOE
YCTPOMCTBO BO BHYTPEHHEH CETH.

PazpemaTh K KOMIIBIOTEPY BOOOIIE BCE MOKIIOUYEHHUS, TO €CTh IMPOOPACKIBATH HA HETO
BECh JMAIA30H IOPTOB — IUIOXast ujesd, 3To Hebe3omnacHo. [loaToMy MapuIpyTu3aTops! IpocTo
UTHOPUPYIOT 0OpaIeHus K JIIOOBIM MOPTaM «U3BHE». A «IIpOOPOCH» — CIICIHATIbHBIC
UCKJIIOYEHMSI, MAPIIPYThI TpauKa ¢ KOHKPETHBIX IOPTOB HA KOHKPETHBIE MOPTHI ONIPEIEIEHHBIX
YCTPOWCTB.

OTKpBITH JOCTYI U3BHE MOKHO B JIMYHOM KaOuHeTe. /[ 3Toro Heo6xoaumo:
e 3aiitu B muuHbIi kKabuHeT Ha caiite OO0 Spuer (https://yar-net.ru/);

Boiitu B yueTHyI0 3aIKCBh;

Cnesa BbiOpaTh «HacTpoiikmny;

B camom HM3y nocTaBUTH ranouky «Pa3pemmTs 10CTyn U3BHEY;

[Tepesarpy3uTh MapupyTHu3aTop.

R Obuan vopsams

B OSeumoni naatex

IT  Nepessctn aevnom

g:) Onepagan

Bpenn cecomt: 3 po

[TpoOpoc MOPTOB HCITONIB3YETCS MPEUMYIISCTBEHHO IS :
e BeO-cepBepoB (MMOYTOBBIX, UTPOBBIX HIIH JIIOOBIX IPYTUX);
e ympaBlieHUs JToManTHUMU/opucHbiMU [P-kamepamu;
e ynanéHHoro padouyero crona gomairHero/ogucuoro K.

[lepen HacTpoiikoil naHHOM (PYHKIIMK BaM MOHATOOUTCS Y3HATh HOMEpa MOPTOB U
MIPOTOKOJI — €CJIM ATO KaMepa BUACOHAOTIOCHHSI UITN HACTPOMKA UTPOBOTO JIMOO MOYTOBOTO
cepBepa, To HoMepa HEOOXOIMMBIX TOPTOB M MIPOTOKOJI JOJKHBI OBITh YKa3aHBI B
JOKYMEHTAIUH K YCTPOHUCTBaM, JINOO Ha caiiTe pa3paboTurka 000pyA0BaHUS UM UTPOBBIX,
MO0 TOYTOBBIX MPUITOKEHUM.

16


https://yar-net.ru/

BHu3y HaxxMuTE Ha 3HaYOK KAK yKa3aH Ha KapTUHKE, «MeKceTeBol IKpaH»,
«/100aBUTH IPABUJIOY.

ZyXEL Keenetic Start

bezonacHocTn

Tpancnnums ceressx anpecos (NAT) B Sl L UE D Tl SkyDNS  Aiugexc.DNS

Mexcereson Ikpan

Ewlfepure 1 cocsa wuTapdedc, WToSs NDOCMOTRETE CYILECTEYICLME ANA HEM NDSBHNG HMi COAGATe HOS0e NDABUNa MOTYT DIIDEWETE UMW 33NDeWaTe
NPCXONIEHHE ONDEZENEHHEIX NANETOS, YI0SNETRODADUYX YCNOSHAMM NEAEMRA. NS PRAITHPOSaHNR COGASHHOMD NDISANA WENGIKTE S0 33NICs 8 CrnCre

AoGasuTy NpaseNo

| i
w ﬁ ;_r ;ul‘

B nosBusBmemcs okHe YKQXUTEC JAHHBIC 1 HAXKMUTE «HpI/IMeHI/ITL».

HacTpo#xa npagnna

BLICENNTE SERCTENE, (OTOROE My XHO BNOMHKUTS ANK EX0ARUME NAKETOE, W YRANMTE YCNOEMS, NON KOTOOKIX ITO SEMTEHE 20N40 GuiTh
BLINONMENO
AeicTEng | PaspeunTh ~
P anpec ncrossiiea | Nodoi v
P-2O08C massaasin | Ofien ~
— ]
HOMED NOPTS NCTOUNMES | PaBes v |
I won | TCP v
HOMED NODTE KasHasmms | FPages v| 554
CoxpdinTh || Ormesa |

HpI/I YCHICUIHBIX HaCTpOﬁKaX 3aIlluChb IOABUTCA B Ta6J'II/II_[e.



8. Reset

Knasuma Copoc npegnasHaueHa i copoca MapupyTu3aropa g0 3aBOJICKUX HACTPOEK.
Jist TOro, 4TOOBI BEPHYTH MapIIPYTH3ATOP K 3aBOJICKMM HAaCTPOIIKaM HE0OX0AUMO 3aKaTh
knaBumny Ha 10-15 cexyna. [Toce yero HeoOX0AMMO HACTPOUTH MAPIIPYTH3ATOP, IS
HACTPOMKHU CM. IMYHKT 3-5.

Taxoke mappyruzaTop MoxHO cOpocuts yepe3 WEB-unTepdeiic.
3axo/1MM 3HAUOK, KaK yKa3aHO Ha kapTuHke, «[lapameTrps».

ZyXEL Keenetic 4G

Cucrema

UL OGsonnesme  Kypuan  flwarsoctuke  Jaxsar naseton  Poxws  Nonksosstens  Knookw  Daine  Pacnmcasms

HpOHHCTaﬁTC CTpaHULy BHU3 U BBI6epI/ITe «BoccTaHOBUTH 3aBOJICKHE HaCTpOI‘/’IKI/I».

MNepesarpyaka
T MeOTIGIMOCTI By MOWETE NEDIATDYINTY HNTEDIET-UENTD 1t SOCCTANONMTE SABOQCAE HACTROMM TECALEID DIl DASOTHL NN NOCE TAMOANEMIN
HACTPOSX B0 BCEx pewiax P30OTH yASPWASSITE KONy «CODOC K3 KopTyYCe YeTROMCTSS 10 carykn
[ Mepeaarpyanty | [;-:(( TAMOGM Ty 2300AC K0 WAL TDOMN l
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